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Course Overview
This beginner friendly course equips students with 
the essential knowledge and skills to protect their 
digital lives. Students will learn to mitigate online 
threats, protect their data, and get tips to maintain 
a healthy digital lifestyle.

Benefits
Empower your students to navigate the digital world 
safely and cultivate responsible digital citizenship. 
Equip them with skills to safeguard their digital 
presence in everyday online interactions.

✓ Identify and respond to online threats including 
phishing and malware.

✓ Practice running full computer scans, changing a 
PIN code in Windows, and updating router 
firmware. 

✓ Explore deep fakes, misconceptions about the 
Dark Web, and safeguards to protect young 
users online

✓ Understand the risks digital technologies pose to 
our mental and physical health and well-being. 

✓ Explore Eco-influence, highlighting digital 
literacy and environmental awareness.

Target Audience: High school, secondary and general 
audience

Estimated Time to Completion: 6 hours

Prerequisites: None

Course Delivery: Self-paced and Instructor-led

Learning Component Highlights:
• 4 learning modules 
• 21 videos with exercises
• 12 problem-solving tips
• 5 interactive practice activities
• 1 final exam

Course Recognitions: Digital badge

Recommended Next Course: Introduction to 
Cybersecurity

Course Details
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Requirements

• ASC Alignment: Recommended

• Instructor Training: Optional

• Physical Equipment: Not Required

Developed in collaboration with
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Target Audience  

The Cisco Networking Academy "Digital Safety and Security Awareness" course is tailored for individuals 
looking to enhance their understanding of digital security and safety. It is suitable for learners of all ages 
and educational backgrounds who wish to protect their digital presence and develop safer online habits. 

Prerequisites 

"Digital Safety and Security Awareness" is part of the Digital Literacy Learning Collection. There are no 
formal prerequisites for this course. However, it is recommended that learners have the following skills: 

• Basic reading and comprehension skills 

• Basic internet usage skills 

 

Course Description 

"Digital Safety and Security Awareness" is a comprehensive 6-hour online course designed to equip 
learners with the necessary skills to recognize and respond to digital threats, protect personal information, 
and maintain a healthy digital lifestyle. The course covers essential topics, including digital security threats, 
privacy best practices, and the impact of digital technology on health. Through interactive simulations and 
real-world problem-solving scenarios, learners will gain practical knowledge to safeguard their digital 
assets and promote well-being. 
 
The course includes the following features: 
 

• Clear and accessible language suitable for learners at all levels, with interactive activities 
embedded to reinforce comprehension. 

• 4 learning modules, each featuring a series of videos (21 in total) and exercises to solidify 
understanding  

• 5 interactive in-browser simulations designed to help learner practice essential skills 
• 12 problem-solving scenarios 
• Tips and best practices for maintaining online privacy and reducing digital footprints. 
• 1 final exam that, upon successful completion, awards a Digital Badge 

 
The estimated time commitment for the course is 6 hours, offering flexibility to accommodate different 
learning paces and schedules. 
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Course Objectives 

 
Upon completing the "Digital Safety and Security Awareness" course, students will be able to: 

• Recognize and describe common digital security threats and their characteristics. 
• Implement best practices for protecting personal devices and digital content. 
• Analyze and propose improvements to current privacy and security practices. 
• Develop habits for maintaining mental and physical well-being in the digital age. 

Equipment Requirements 

Any device with Internet access (Smartphones/Tablets/Chromebooks/Laptops/Desktops). 
 

Course Outline 

The "Digital Safety and Security Awareness" course is structured into 4 modules, each focusing on 
specific competencies. 
  
Each module includes a series of topics, videos, and interactive activities to ensure mastery of the content. 
 
 
Module Title and Objective 
 
Module Title/Topic Title Objective 

Module 1: There Are Bad Actors - Keep An Eye 
Out! 

Explore digital security threats and strategies to recognize, respond to, 
and mitigate them effectively. 

 Identify the characteristics of common digital security threats. 

 
Demonstrate strategies for recognizing and responding to digital security 
threats. 

 
Analyze the impacts of digital security threats on individuals and 
organizations. 

 Evaluate the effectiveness of security measures to mitigate digital threats. 

Module 2: Protect What Is Important To You 
Explore security best practices to protect devices and digital content 
effectively. 

 Identify common strategies for protecting devices and digital content. 
 Demonstrate the implementation of security best practices. 
 Analyze the risks of unsecured devices and digital content. 
 Evaluate the effectiveness of security measures to propose improvements. 

Module 3: Always Verify Before You Share 
Identify and explore best practices for maintaining online privacy and 
minimizing environmental impact. 

 
Safeguard personal data by exploring and implementing privacy best 
practices. 

 
Analyze risks associated with online activities and their impact on personal 
privacy. 

 
Evaluate current privacy practices to propose improvements for data 
protection. 

 
Assess the environmental impact of data storage and propose practices to 
reduce digital footprints. 
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Module Title/Topic Title Objective 

Module 4: It Can Impact Your Mental Health and 
Physical Health As Well 

Identify and manage the health risks associated with extended digital 
technology use to enhance well-being. 

 Identify health risks associated with prolonged use of digital technology. 
 Implement strategies to improve physical and mental well-being. 

 
Analyze the effects of excessive technology use on mental and physical 
health. 

 Propose a balanced plan for healthier digital habits. 
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