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LINnux 2

Course Overview

This course builds on Linux 1 to deepen

Linux expertise. Topics include shell scripting,
user interfaces, system services, networking,
and security, equipping students for entry-level
tech roles and further specialization. Linux 2 is
the second course in a series that leads to
LPIC-1 certification. To obtain the Linux
Professional Institute LPIC-1 Certification,
students must pass Exam 101 and 102. This
course is designed to prepare students for Exam
102.

Benefits

The course prepares students for advanced
Linux use and the LPIC-1 Exam.

v Advances students' command line
proficiency and introduces shell scripting and
system services.

v Covers essential topics like networking and
security to prepare for the LPIC-1 Exam 102.

v Opens pathways to careers in cloud
computing, cybersecurity, and other tech
fields.

© 2024 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

Course Details

Target Audience: High school, secondary and 2-
year college vocational students, IT and non-IT
fields university students, career changers

Estimated Time to Completion: 70 hours

Prerequisites: Linux 1

Course Delivery: Instructor-led & Self-paced

Learning Component Highlights:
6 modules
18 practice labs
Interactive activities and quizzes
1 final exam

Course Recognitions: Digital badge

Certification Alignment: Linux Professional
Institute LPIC-1 (Exam 102)

netacad.com

« ASC Alignment: Recommended

« Instructor Training: Optional

 Physical Equipment: Not required

- Fee: Learners pay a fee to NDG to register

Developed in collaboration with
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Linux 2
Scope and Sequence

Version 2.0

Developed in collaboration with
NDG (Network Development Group)
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Target Audience

The Linux 2 curriculum is designed for individuals who want to learn Linux.
Course Prerequisites
Linux 1 is recommended as a prerequisite to Linux 2.

Note: This is a paid, self-paced course. Once a student enrolls through NetAcad.com, they will need
to create an NDG Online account and complete their enroliment.

ot Neworking JNDG  Linux 1 =
° Help & Resources [2) Assignment Content
PUE DATE AVAILABLE FROM =< Help & Resources 7
NA
Introduction to Linux 1
Help & Resources
Welcome to NDG Online!
This is your first time launching the course. Before you can get started you
Help & Resources will need to create an NDG Online account and complete enroliment.

Why do | need an NDG Online Portal account?

The purpose of this account is to allow Network Development Group to
meet legal and partner obligations regarding data collection and usage of
NDG course materials. Your NDG Online Portal account also allows you to
access and enroll in other NDG courses and labs

Click the link below to open the NDG Online Portal in a new tab. Complete
your enroliment, then close the tab and return here to get started using
the course materials.

© Enroll in NDG Online

They will be prompted to open the NDG Online Portal. They should enroll in NDG Online to complete
their enrollment and follow the prompts to enter their payment or access code. Then they can
return to NetAcad.com to get started using the course materials.
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Course Access Required

This course may require payment before you can access the labs. Please choose a payment option below to start IIINDG
I

your lab access.

Purchase Course Access
Course access is sold and fulfilled by FastSpring — an authorized reseller. Charges will appear on your bill as

F5* NetDevGroup.

The NDG Introduction to Linux | course is a “starting place” for learning the Linux system administration skills. The
course includes hands-on access to a Linux virtual machine for practice using Linux as you study. The content is
designed to prepare you for Exam 1 of the Linux Professional Institute LPIC-1 certification or Exam 1 of the
CompTIA Linux+ powered by LPI certification.

There are multiple purchase options available depending on the amount of time you need to complete the labs.
Please choose from one of the following options:

m Six Month Access

Redeem Course Access Code

Course Access codes are used in cases where access is purchased through a third-party, such as a bookstore or by
the academic institution offering the class. If you believe you should have been provided with a course access
code, please contact your instructor or the place where you purchased the code from for assistance.

A course access code

= consists of 8 characters (combination of letters and numbers)
® is NOT case sensitive
* is for a specific course

COURSE ACCESS CODE Redeem Code

To help students enroll successfully in this course, we encourage all instructors to inform their
students about enrollment steps and required fee to NDG. Consider including the fee information in
your syllabus or sending a reminder email to your students. By doing so, you will help students
prepare financially and avoid any potential disruptions to their learning experience.

Curriculum Description

This 18-chapter, 60-hour course covers the fundamentals of the Linux operating system, system
architecture, installation, command line and file system. The goal of this course is to provide
academic institutions, organizations and individual learners a curriculum to help prepare for the
exam objectives aligned to the Linux Professional Institute, LPl.org, LPIC-1 Linux Administrator first
certification exam Version 5.0 (Exam 102-500). Individuals who complete this course should
understand shells, scripting, data management, interfaces and desktops, administrative tasks,
essential system services, network fundamentals and system security.

This course implements a "practice as you read" approach to learning. Each learner has hands-on
access to a Linux virtual machine to practice, explore and trial Linux command line concepts. The
learner is also provided 18 prescriptive step-by-step labs. These labs provide a learning environment
where students interact with the Linux operating system and build on their skills and knowledge as
they progress through the course.
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NDG Introduction to Linux Il - Ghapter 1: Advanced Shell Features

JAINDG

= Share ~

Contem  Objsctives  Key Tarms

1.1 Introduction

12 Even thaugh most Linux distributions use a Graphical User Interface (GU). administratars are more
13 ikely to work in the Command Line Interface (CLI) ta perform routine The command line
14 typically has much more powerful features, which are not avallable such as scripts (.e.,

15 Shell scripts) tha an Use to perform remote an asks such as setting Up
16 system services.

v In general, administrators work with many servers simultaneously, and the GUI interface does not
18

181 Which slows down the performance of other server functions such as FTP and HTTP).

182

e s a result, becoming comfortable with the command line enviranment is crucial for anyone who

o Works with Linux on a reqular basis. The prmary focus of this medule 1 1o Increasa your comfort

. el and productivity evel whi working ith a shel snvironment.

1z ress shel features and shell programiming. Underst f
1 an essential skl for both end-users and administrat

114 molfy their shell environment to sult their Spcific needs. For example, a software developer may

want a aifferent environment tan samaone WNo creates and maintains websites,

AGmInistrators can make the snell environment easier o Use for entire Sets of Users. KNowing how to
customize a shell environment and apply these CUSIOMIZations to multiple ser Accounts will provide
amore user-friendly, “best practices’ environment. This should Increase productivity and reduce

support issues.

In this chapter, you will leam a varlety of shell customization features, including variables, allases, and

customization files.

« Previous

Curriculum Objectives

lend tself 1o this type of work. GUIS also Utilize valuable System resources (such as RAM and CPU),

>_Ubuntu PG -

Hext»

= Toggle onsereen keyboard

The Linux 2 course focuses on the basic Linux skills needed in preparation for the Linux Professional
Institute LPIC-1 LPI certification. Learners will gain proficiency performing maintenance tasks on the
command line, installing and configuring a computer running Linux and configuring basic
networking. The course objectives align to the LPI LPIC-1 exam topics:

e Shells, Scripting and Data Management

e Interfaces and Desktops
e Administrative Tasks

e Essentials System Services

e Network Fundamentals
e Security

Course Outline

Title of Learning Module / Chapter

LPI.ORG LPIC-1 102 Exam Certification Objective

Before You Get Started

|course Introduction

1. Advanced Shell Features

105.1 Customize and use the shell environment

2. Shell Scripts

105.2 Customize or write simple scripts

3. X Windows

106.1 Install and configure X11

4. Graphical Desktops

106.2 Graphical Desktops

5. Accessibility

106.3 Accessibility

6. User and Group Accounts

107.1 Manage user and group accounts and related system
[files

7. Scheduling Jobs

107.2 Automate system administration tasks by scheduling
Pobs
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107.3 Localization and internationalization

8. Localization

9. System Time 108.1 Maintain system time

10. System Logging 108.2 System logging

11. Email Configuration 108.3 Mail Transfer Agent (MTA) basics

12. Printer Management 108.4 Manage printers and printing

13. Networking Fundamentals 109.1 Fundamentals of internet protocols

109.2 Persistent network configuration

14. Network Configuration 109.4 Configure client side DNS

15. Network Troubleshooting 109.3 Basic network troubleshooting

16. Account Security 110.1 Perform security administration tasks

17. Host Security 110.2 Setup host security

18. Encryption 110.3 Securing data with encryption

Note: Linux 2 will repeat some content from Linux 1. Why? Some LPI LPIC-1 101 and 102 certification
exam objectives overlap. To cover all objectives, topics introduced in Linux 1 may be repeated in
Linux 2 with more in-depth, high-rigor content. For further information, reference:
https://ndg.tech/HAPIEa

Minimum System Requirements

NDG recommends using a desktop operating system (Windows, Mac, or Linux) with a physical
keyboard. Smartphones and tablet devices are not currently supported. The following web browsers
are recommended:

e Google Chrome
e Mozilla Firefox
e Microsoft Edge

Note: Apple Safari has many known issues (in particular with Cookies) and is not supported.

Industry Certification

The Linux 2 curriculum helps individuals prepare for the LPI LPIC-1 Exam 102 certification exam. To
earn the LPI LPIC-1 certification, learners complete two certification exams. The LPI LPIC-1 Exam 102
is the second of two exams.

For additional information about the Linux Professional Institute certifications, review their website
here:

https://www.lpi.org/our-certifications/summary-of-Ipi-certifications/
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Whom should I contact if | have questions about this course that are not explained in this

document?

Questions specific to the NDG Linux courses should be directed to Network Development Group at
hostedsupport@netdevgroup.com. Please take a few minutes to review the NDG website,
www.netdevgroup.com, the course materials, and this document before emailing the NDG staff.
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